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1. Introduction VWAY

Total Solution Provider for Safety Technology

Consulting for International Standards Safety Management & Analysis SW Provide Training of Safety Technology

Functional Safety and Customer Customized
SW Safety Standard Model ZELEY ST B Training Support

® |EC 61508 ® Safety Management Software O VisualPro Teamer ® Safety Pro;ect' Management

® [SO 26262 (Automotive) - Safety Management ® Safety Analysis Methods

® |EC 62304 (Medical) - Safety Standard (ISO 26262, IEC 62304 etc.) ® Education of Cybersecurity

® |EC 61513 (Nuclear - Safety Dashboard . ® Automotive Functional Safe

® |EC 62279, (EN : L SafetytZ«nalysis Software o VisualPro SA Engineering Qualification C(:l):rse
50126(Railway) - FMEA, FTA, STPA Safety/Hazard Analysis (FSCE-FL)

® DO-178C(Aerospace) - Risk Assessment ® SW Safety Experts

® [SO 13482 (Robot) - Al Based FMEA Automation With Al ﬁ ® Al Safety

® CMMI, ASPICE, SP oVWAY CAMPUS
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® STPA?

Cybersecurity
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Complicated
System

®
® Aviation
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Workplace Safety

STPA Safety Analysis =
Cost Reduction and Effective Safety Management



1. Introduction VWAY

@ Concepts?

- There are many safety analysis used in many industries in common.
- We would like to integrate STPA & FTA methods into one.

Safety Analysis Methods Integrated Method



2. Integration of STPA & FTA and FMEA VWAY

@ STPA's Steps

- After identifying Loss Scenario, we are about to apply FTA method on finding Causal Factors.

STPA

1) Define

Purpose of

2) Model 3) Identify 4) Identify

The Control Unsafe Control Loss ca usa I Fa Cto s

Structure Actions Scenarios

The Analysis

Identify Losses, Hazards

Define
Syste m
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2. Integration of STPA & FTA and FMEA

@ FTA Application with STPA

Fault tree analysis (FTA) is concerned with the identification and analysis of conditions and factors that cause
or may potentially cause or contribute to the occurrence of a defined top event. With FTA this event is
usually seizure or degradation of system perfomance, safety or other important operational attributes, while
with STA (success tree analysis) this event is the attribute describing the success.

System fails
due to failure of
all components

System failure or pccurrence
the output event

J [

[ |

Component 1 Component 2 Component i Component n
failed in a relevant | | failed in a relevant failed in a relevant failed in a relevant
failure mode failure mode failure mode failure mode

Component1  Component 2 Component i Component n

IEC 2120/06

IEC61025 Edition 2.0 2006 a




2. Integration of STPA & FTA and FMEA

VWAY

@ FTA Top event and OR & AND gate with STPA
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2. Integration of STPA & FTA and FMEA

@ Calculate Failure Rate and Cutset(Minimal Cutset)

Condensor Problem X ‘

Feedback
information had
sent but the sen...

GT1
Q0128098442
Electronic Other Sensor
Components Fault Problem
GT2 GT9
Q:0.000353998 Q:0.12869
Resistors fault Capacitors Damaged to Over the below the
Problem Sensor threshold threshold
[ am ) &1 Gt ) (
\ ] Q:0.017699907 / \
R FR:0021
Electrolytic Falut Ceramic Tantal Capacitors Contained sensor External Impact
Capacitors
[ am ) [ avmiz | [ evra |
L« / / \ “\ /
FR:0.0023 o o

Calculate Failure Rate

4

Fiupeiues
V| Overview
Cut Set X
Style Alignment View ’
CutSet (@ Minimal Cut Set [
No | IDs of Events Events of Cut Set I
1 EVT16 [EVT16] Over the threshold
Feedback 2 Bm7 [EVT17] below the threshold
information had
sent but the sen... 3 B3 [EVT23] Humid and High Voltage
4 EVT24 [EVT24] Ceramic Condensor Problem
o 5 EvI27 [EVT27] aluminium electrically condenser
Q/0.128998442
v N
Other Sensor
Problem
&t
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I ~ Cancel
I I
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I
618 EVT16 [ avm7 ) GT1s. ew r X
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X
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CutSet @ Minimal Cut Set [
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2. Integration of STPA & FTA and FMEA VWAY

@ FTA Application with STPA

- Our goal is getting the best analysis our of you

>

+ 9O

Integration Analysis o VisualPro SA Useful Features
O



3. Key Features of VisualPro SA (STPA)

@ Traceability

“Traceability provides users with a quick, overall view of system from losses to countermeasures ”

Losses. Hazards. uca Loss Scenario Countermeasures [

[LS-11] The pump has not received adequate force
to reach the required pressure

[LS-10] Leaks when pressure increases due to a
decrease in the seal

[UCA-10] Brake system specification exceeded to
provide

[

T I L] I L] | I
[LS-12] Pump does not stop increasing brake [CM-02] ABS minimum specification must be in
pressure, compromising the integrity of the hydraulic
el wo Type Menu
L

[UCA-16] Autohold provides Apply EPB without
HOLD-MODE

__J

1LS-08] Brake line degrades and fails to maintain  [oar g o Uan
maximum pressure

[UCA-15] Driver released auto hold without sufficient

AN

[H-03] The car is out of control or out of control wheel torque or brake pedal pressure but does not
J provide Apply EFB 4 [L-01] Collisions between two or more cars
4 [H-03] The car is out of control or out of control
[LS-09] Due to physical degradation of the pump [SC-02] Automobiles must maintain integrity under any circumstances
[UCA-02] Driver pressed accelerator pedal but provided HOLD
o4 c ¢ " [UCA-02] Driver pressed accelerator pedal but 4 [UCA-08] Auto hold is HOLD-MODE and the car does not provide an AP with a slip
ar occupant injurex
provided HOLD 4 [LS-01] Algorithm does not respond quickly when process model changes to wheel rotation
[LS-07] Brake pressure on the brake system seal y ; )
fias been reduced and tha vehicla hes not besn [CM-01] Insert E1 monitoring code to detect algorithm changes as process changes
stopped [LS-02] Auto hold does not accurately generate data from wheel speed sensors, vehicle does not detect slipping
[UCA-08] Auto hold is HOLD-MODE and the car ] [LS-03] In the HOLD-MODE state, the auto-hold computer is restarted and initialized to "HOLD-MODE:No" and the car fails to stop
[H-04] Car occupants exposed to harmful or does not provide an AP with 3 slip J [LS-04] Wheel speed sensor has failed to detect slipping of the car due to poor performance
dangerous things 4 [LS-05] Lack of Wheel sensor's return data
D o emsar o ot et S [CM-03] Minimum specification of sensor shall be in accordance with SNE-01 specification
4 [LS-06] Wheel speed sensor does not detect small and very slow changes
L?;;F:L::Lﬁmi::g?; 3nd the caris not [CM-03] Minimum specification of sensor shall be in accordance with SNE-01 specification
[LS-07] Brake pressure on the brake system seal has been reduced and the vehicle has not been stopped
[LS-04] Wheel speed sensor has failed to detect [LS-08] Brake line degrades and fails to maintain maximum pressure
slipping of the car due to poor performance 4 [LS-09] Due to physical degradation of the pump
[CM-02] ABS minimum specification must be in accordance with Sample 1
4 [LS-10] Leaks when pressure increases due to a decrease in the seal

[CM-02] ABS minimum specification must be in accordance with Sample 1
[LS-05] Lack of Wheel sensor's return data [LS-11] The pump has not received adequate force to reach the required pressure
[LS-12] Pump does not stop increasing brake pressure, compromising the integrity of the hydraulic system

R A A A

S

[CM-02] ABS minimum specification must be in accordance with Sample 1

[UCA-10] Brake system specification exceeded to provide AP
[LS-03] In the HOLD-MODE state. the auto-hold [UCA-15] Driver released auto hold without sufficient wheel torque or brake pedal pressure but does not provide Apply EPB

computer is restarted and initialized to 'HOLD- [UCA-16] Autohold provides Apply EPB without HOLD-MODE
MODE:No' and the car fails to stop

v

[H-01] Car does not maintain safe distance from nearby car

[SC-01] A car must maintain a safe distance from a nearby car or object
» [L-02] Car collides with moving obstacles
» [L-03] As the car crash in the terrain
» [L-04] Car occupant injured

[LS-02] Auto hold does not accurately generate data
> from wheel speed sensors. vehicle does not detect
slipping

[CM-01] Insert E1 monitoring code to detect

| [L5-01] Algeritnm does not respond quickiy when
algorithm changes as process changes

process model changes to wheel rotation




3. Key Features of VisualPro SA (STPA)

©

Finding your STPA analysis results

Search

Double click on the screen what you want to see the result of

‘ }— Collision between two or more cars occurs
Car crashes into moving obstacles ‘ )
A car crashes into the terrain
Car occupant injured
4 - System-Level Hazards
Cars do not maintain a safe distance from nearby cars
The car does not maintain a safe distance from the terrain and other obstacles
The car will become uncontrollable or unrecoverable
4 - System-Level Constraints
Car must maintain safe diatance at least
4-UCA
Signal was blue and the front car was running normally, but a brake provided
Maintaining a safe distance from the car in front of your car, but no brakes were provided

Not maintaining a safe distance from the car in front of your car, but brakes not provided

Find X
Keyword  Car (%] Search
4- Losses

Close

Finding words or sentence

}— Collision between two or more cars occurs
Car crashes into moving obstacles
A car crashes into the terrain
Car occupant injured
System-Level Hazards
Cars do not maintain a safe distance from nearby cars
The car does not maintain a safe distance from the terrain and other obstacles
The car will become uncontrollable or unrecoverable
System-Level Constraints
Car must maintain safe diatance at least
uca
Signal was blue and the front car was running normally, but a brake provided
Maintaining a safe distance from the car in front of your car, but no brakes were provided

Not maintaining a safe distance from the car in front of your car, but brakes not provided

Losses
<+ X
ID 4 | Losses
[ »|L-01 Collision between two or more cars occ
L-02 Car crashes into moving obstacles Find X
L-03 A car crashes into the terrain
| | L-04 Car occupant injured [t I Car 0‘ ‘ Search
4- Losses

Close

Clicked Screen




3. Key Features of VisualPro SA (STPA)

@ Automatic Completion

- Supports Automatic Completion
- Save your time & Improvement of user convenience

UcA 2 Loss Scenario
UCA Type I Not provided | e |l
_ + b X
Analysis Type () @ All (@ @ Safety () B Security
ID - I Flag l Guide Word Set Entity l Loss Scenario
Flag | v | 1] 1510 STPA_Handbook_... q
D l UCA-7 I Steering System
Steering Status
UCA Sl Steering
Steering System

Steering Status
Interpretation | Steering

Automatic Completion on UCA and Loss Scenario, Countermeasure

Assumption

Save Your Time




3. Key Features of VisualPro SA (STPA)

@ Report

- Pre-viewable in STPA report form through reporting tool

- Support to export format as Word, PDF
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| 2. Integration of STPA & FTA and FMEA VWAY

@ VisualPro SA STPA Customers

A
@ HYun Dn I g\v Korea Atomic Energy
K

AERlI Research Institute

HYUNDAI '

MOTOR GROUP




| 3. Conclusion VWAY

@ Taking you one step further

Pour new wine
Into new wineskins
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Thank you for your attention

VWAY

bskim@vway.co.kr
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